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We all like finding a discount code for a retailer we’ve been 
looking at, or finding a hidden café in a city we’re visiting. 
However, most of us also dislike the idea of our personal 
information being used in ways we don’t know about or 
sold to third parties. The Cambridge Analytica case in 
early 2018 brought to the public’s attention the scale of the 
data collected about our everyday lives and how it can be 
misused.1 
 
An increasing number of businesses rely on data to add 
value by matching consumers and suppliers or generating 
revenues through targeted advertising. This combination of 
data and technology has enabled innovation in services that 
are free of charge, such as video-sharing sites, streaming 
music and journalism, as well as providing increased choice 
and lower prices for consumers. 
 
At the same time, the use of this very same data has created 
competition and privacy concerns. A high concentration of 
data residing with a few firms could represent a barrier to 
entry, limiting competition. Meanwhile, consumers do not 
always know or understand where or how their data is being 
collected or used, and firms might fail to provide consumers 
with adequate transparency and control over this. 
 
EU policymakers are acting to improve privacy outcomes, 
with the introduction of the EU General Data Protection 
Regulation, which came into force on 25 May 2018, and 
changes to the Privacy and Electronic Communications 
Regulations on the horizon.2

Consumer data in online markets
Businesses increasingly use consumer data to offer better and more targeted digital products and 
services. Many of these new business models rely on data to facilitate transactions and generate 
revenues in a way that was not previously possible. Access to personal data has understandably 
raised concerns about privacy. Based on a study commissioned by Which?, we investigate the 
delicate balance between privacy and the value of digital services
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Consumer data and online services 

The impact of consumer data 
on existing services

Many economic transactions involve significant costs of 
searching and matching. In the past, consumers booking a 
holiday might have walked up and down the high street from 
one travel agent to the next looking for the best deal. Now 
they can quickly compare deals through one comparison 
website, such as Expedia or Skyscanner.3

Access to consumer data has made it easier to ‘match’ 
consumers with products or services—indeed, most online 
platforms and services rely on consumer data in their 
matching processes.4  With location data, Uber can identify 
taxis that are closest to consumers; credit score data 
enables peer-to-peer (P2P) lenders such as Zopa to match 
lenders with borrowers; and data about spare rooms allows 
Airbnb to match hosts with guests.5 Airbnb’s market share 
of the short-stay accommodation market in London (by 
number of overnight stays) was estimated to have more than 
doubled from 2015 to 2016 (from 4% to 9%).6

 
Better matching also brings direct benefits to consumers 
because it reduces the time people spend searching for 
their ‘match’. For example, by entering their preferences 
into a dating app, those seeking romance can spend less 
time finding their ideal partner than they would through 

See Oxera (2018), ‘Consumer data in online markets’, prepared for Which?, 5 June, http://bit.ly/2vMXdB1. The Oxera report was part of a Which? project on 
the collection and use of consumer data—see Which? (2018), ‘Control, Alt or Delete? The Future of Consumer Data’, policy report, June, http://bit.ly/2Pdej3h.
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or when it may need to be ‘refreshed’, is driven by the 
frequency with which data points may change. For 
example, someone’s browsing history may represent a 
useful data point for only a few minutes to several days, 
whereas their date of birth is relevant for their entire life.13

Figure 1 shows where some types of data could lie along 
these two dimensions. Starting in the bottom-left corner, data 
on demographics such as age tends to be widely available, 
as consumers can provide it multiple times and tend do 
so without much hesitation. Age also evolves in a fully 
predictable way, and therefore knowing a person’s age once 
is sufficient for future reference. In contrast, browsing history 
is also being tracked by multiple firms at the same time, but 
it changes constantly and needs to be frequently updated to 
have any value.14 
 
Someone’s social network and interactions (their ‘social 
graph’) is more likely to be accessible to only a few firms, as 
it is relatively costly to collect and requires regular updating. 
Complex inferred data, such as personality traits, may be 
available (in different forms) to various firms at different costs, 
as this information can be inferred from a range of factors. 
For example, online browsing behaviour and even bank 
transaction data can reveal certain personality traits such as 
conscientiousness or extroversion.15

 
Firms with access to more comprehensive datasets are likely 
to have more accurate data—for example, computer models 
based only on Facebook ‘likes’ are reported to be more 
accurate at judging personality traits than friends and family.16 
The importance of the marginal impact of enhanced accuracy 
is likely to depend on the specific way it is used.

more traditional methods. According to an online survey in 
2016, 29% of men and 22% of women in the UK aged 18–64 
use online dating sites or apps.7 In 2017, there were 85.5m 
active paying online dating accounts across Europe.8 
 
Better matching reduces the costs for new firms to build their 
customer base. For example, price comparison websites 
help new firms in a market to acquire consumers quickly 
(and at lower cost than in the past). 
 
The rise of ad-funded business models that provide better 
matching of adverts to consumers, such as Facebook, is 
also partly the result of greater access to consumer data.9 
These platforms provide their services free of charge to 
consumers, but generate their revenues from advertisers 
(on the other side of the market).

The impact of consumer data 
on new services 

Access to consumer data also has an impact on new 
services. Many types of digital service rely on the service 
provider concerned interacting with consumers on a one-to-
one basis, in order to find out more about the consumer (i.e. 
to access data about them). For example, personal trainers 
meet in person with consumers to assess their levels of 
fitness and design suitable exercise programmes. With 
access to consumer data, new service providers can provide 
services remotely to many consumers simultaneously 
(and at lower cost). For example, fitness apps and activity 
tracking devices (‘wearables’) allow consumers to track 
their fitness and set suitable goals without necessarily 
requiring a personal trainer, all because the app/wearable 
provider has access to their personal data.10 According to a 
2016 survey, 21% of men and 18% of women in the UK aged 
16+ monitor their health or fitness via apps or wearables.11

Economic characteristics of data 

Use of consumer data can affect consumer outcomes 
in terms of competition and privacy, depending on the 
economic characteristics of that data. The extent to which 
different firms are able to access similar data is important for 
competition, and depends on two key factors.12

•	 The cost of acquiring data, which in turn depends on 
how the data is collected. Broadly, this can happen in 
three ways (from lowest to highest cost): first, people 
may actively choose to provide their data (e.g. payment 
details); second, the data is observed from their 
behaviour (e.g. browsing history); or third, the data is 
inferred through analysis of previously acquired data 
(e.g. personality traits). However, people may consider 
some of their data to be more sensitive than others 
(such as their bank payment details), and will be less 
willing to disclose this sensitive data. 

•	 The length of time for which a piece of data remains 
relevant. The period over which data remains relevant, 

Note: In this context, ‘depreciation’ refers to how quickly the 
value of data erodes over time.
 
Source: Oxera.

Figure 1   Characteristics of types of   
                      consumer data 
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Competition and consumer impact

The use of consumer data can affect competition. 
For example, concerns have been raised that a high 
concentration of data residing with a few firms could 
represent a barrier to entry.17

Consumers enjoy greater choice through firms competing 
for customers by innovating and lowering prices. 
However, choice can also come from competition on non-
price factors, such as privacy.

The impact of consumer data on competition is driven by 
the characteristics of the data itself and the importance of 
the data for the business model in question. Data that is 
cheap to obtain and that does not erode quickly in value 
is likely to be easily acquired by many firms, suggesting 
that they can compete effectively; while data that does 
not erode quickly in value, but is costly to obtain, may 
enable a longer-term advantage in a specific data 
segment. These characteristics of specific pieces of data 
interact with the characteristics of the market, such as 
network effects and multi-homing.18 For example, a lower 
cost of data acquisition is likely to be associated with 
more multi-homing. 
 
Figure 2 describes the effect of the use of data and 
market characteristics on outcomes for consumers, in 
terms of competition and privacy.

The impact of the use of consumer data on consumer 
outcomes is broader than competition concerns, 
as competition alone may not deliver good privacy 
outcomes. Privacy concerns typically centre on two 
‘market failures’: 

•	 consumers may not know that their data is being 
collected or how it is being used. This failure may 
be addressed through the party that collects the data 
giving greater transparency;

•	 consumers may be unable to prevent their 
data being used or shared in ways they dislike. 
Conversely, giving consumers ‘control’ over how 
their data is used may undermine existing business 
models, so any remedy would need to be carefully 
considered. For example, if consumers did not 
allow social media platforms to use their data for 
advertising, the platforms might have to charge 
consumers a fee for their service or limit their services 
(as they would raise less revenue from the other side 
of the market).

Consumers are concerned about privacy.19 However, 
privacy preferences and consumers’ definitions of 
privacy vary greatly across individuals and contexts—so 
pinpointing consumer valuations of privacy is notoriously 
difficult.20 In addition, people do not always act on their 
privacy preferences in a rational and consistent way, 
because of ‘behavioural biases’.21 The variation in 

Source: Oxera.

+preferences might suggest that any policy or regulatory 
interventions should be aimed at helping consumers 
select the right services and settings for their preferences 
(despite their biases). 

The tension between competition and 
privacy in online advertising

Online advertising is often designed to sell a product or 
service, but it can also be designed to influence opinion 
or behaviour, such as voting or promoting public safety. 
The aim of using data for targeting is to make adverts 
more relevant to individuals, thereby increasing the 
probability of triggering a consumer action in response 
(such as a purchase or a change in behaviour).

Consumer outcomes 

Consumer outcomes from targeted advertsing depend on:

•	 the level of privacy that consumers experience, in 
relation to the data collected for targeting; 

•	 the degree of competition in targeted advertising, 
which affects the price and quality that consumers 
receive from the end product or service being 
advertised and the digital services that collect the 
data.                         

Figure 2    Framework for assessing the             
                       impact of conusmer data on
                       consumer outcomes    
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driving competition on ad technology. They also have 
some incentive to ensure that consumers do not perceive 
these ads as too intrusive. Low levels of transparency and 
control can lead to less privacy than would be optimal for 
consumers. 
 
Consumers have some limited tools for making the 
trade-off between maintaining a high level of privacy and 
encouraging firms to compete by sharing their data widely. 
For example, people can opt out of being tracked by data 
aggregators, or by using privacy-enhancing tools such as 
specific web browsers. It is unclear whether 

these tools can help consumers to influence data use in 
advertising markets more widely—and there is still a role 
for policymakers in striking a balance between competition 
and privacy. 
 
A clear understanding of consumer preferences is 
important to ensure good outcomes from the use of data 
in advertising. A challenge is the variety in preferences, 
not only across consumers but also across contexts. One 
way of achieving this understanding might be by making 
it easier for consumers to choose their preferred privacy 
settings. Such choices could be presented in easily 
interpretable ways, as consumers may find it difficult to 
engage with complex settings about multiple platforms on 
multiple devices.

Conclusions

Firms have access to much more data about us than 
they ever have had. Such access to consumer data has 
raised concerns, including about privacy. However, it has 
also led to positive changes in many markets and sectors 
across the economy. It has provided consumers with new 
products and services, and made existing products and 
services better and cheaper. 
 
Many of these business models rely on data to facilitate 
transactions and to generate revenues through targeted 
advertising, in a way that was not previously possible. 
This has enabled innovation and delivered benefits to 
consumers in the form of greater choice or lower prices. 
 
These innovations have, however, also led to risks to 
privacy. In certain circumstances, competition in the 
market can mitigate concerns about privacy, crucially 
depending on whether consumers are able to understand 
the privacy implications of using a particular service and 
can exercise choice. 

Contact: 
David Jevons 
Tim Hogg

Addressing privacy and competition in targeted 
advertising is likely to create tensions: competition 
can lead to good consumer outcomes, but the act of 
increasing competition may reduce privacy. There are 
two dynamics in online markets where this tension is 
displayed. 

Dynamic 1: greater competition between ad platforms 
can lead to greater privacy (and other positive consumer 
outcomes) 
 
In some markets, firms compete on the basis of greater 
privacy itself, which leads to greater privacy. For example, 
in device markets Apple advertises itself as providing 
greater privacy than its competitors.22 
 
Advertising platforms of all sizes may offer consumers 
low levels of privacy in terms of transparency and 
control.23 However, a dominant position may allow an 
ad platform to impose privacy terms on consumers 
that would not be acceptable if there were greater 
competition.24 In such a case, taking measures to 
increase competition between platforms could improve 
the privacy offering available to consumers. 
 
Dynamic 2: some mechanisms to encourage more 
competition between ad platforms are not conducive to 
greater privacy 
 
To encourage greater competition in online advertising 
markets, regulators can use a variety of tools, but some of 
these may be counterproductive if the objective is greater 
privacy. For example, regulators could reduce the cost of 
data acquisition by encouraging (or mandating) greater 
data sharing between advertisers. However, greater data 
sharing arguably reduces the level of privacy. 
 
Data sharing also has an ambiguous effect on market 
dynamics more broadly. When it occurs between 
advertisers, it is likely to make advertisers better off, 
and ad platforms often benefit from giving advertisers 
more information on individuals when targeting them in 
ad auctions.25 However, more extensive data sharing 
between ad platforms and advertisers might also raise 
prices under specific circumstances.26 
 
Policymakers should therefore be mindful that any 
intervention in advertising markets may produce 
unintended consequences that could harm privacy.

Implications for consumer choice 

Advertisers and ad platforms have an incentive to 
use consumer data in order to closely match their 
campaigns to individual consumer interests, thereby 
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